PunHaHcoBas NMPaMOTHOCTb:

KaK 3aWlnUTUTb AeTen oT PUHAHCOBbLIX MOLLEHHNKOB

HE PA3rosAPUBAM C HE3HAKOMILAMMW
N HAYETO Y HUX
HE 6EPW!

HE NnOMOrAn 4YXUM AOAAM
NEPEBOAWNTL WAW OBHAANYUBATL
AEHbIW YEPE3 TBOIO KAPTY!

LleHTp dnHaHCOBOM rpamoTHOCTU HaceneHuma bY YP AMO
«4yBaLWCcKni pecnybAMKAHCKUMN NMHCTUTYT 06pa3oBaHUAa»
MwuHobpa3oBaHuA YyBawmm

MB/1 no Yysauwckou Pecnybnunke

Yysawckoe otaeneHue NAO «CobepbaHK»



[leT ¥ MoNoaeXb: Kak 4eNCTBYIOT MOLLEHHUKU?

P DUAAOT

POCOETUEHTP LUN®POBbIE KOMMYHUKALIMU mMmegma

MOLWWEHHUYECTBO B CETIU
B OTHOWEHMWN OETEMN

noa snaoM bJ1IOrePoOB

Mon BUAOM U3BECTHbIX 610repoB 3/10yMbILLIIEHHUKMU
CBA3bIBAlOTCH Yepes3 COLCeTU U MecCeHKepbl, Npeanarasa
6ecnnaTHO BHYTPUMUIPOBYIO BanioTy. [na nony4vyeHusa
«BO3HarpaxaeHusa» NpocAaT B3ATb TenedoH poauTenemn
M NPOAMUKTOBAaTb KOA U3 CMC-coobLeHUs. TaK MOLLEHHUK
nony4aeTt AOCTYyN K 6aHKOBCKUM MPUIIOXXEHUAM U aKKayHTY
poauTenen Ha lNocycnyrax.

Ucnonb3oBaHue moLleHHUKaMM
NOAPOCTKOB U AeTeln ANA XULLEeHUA
AeHer y poaurenen

MHoOrme WKoNbHUKU NCNONb3YIOT
6aHKOBCKME KapTbl, MPUBA3aHHbIE K
cyeTy poamuTenem nam opopmMmaeHHble Ha
ceba (ecnm y HUX y»Ke ecTb NacnopT).
NHoraa yepes aeTer MOLWEHHUKM
nbiTatoTcA A0b6paTbCA HE TONbKO A0
IeHEer, HO N A0 AOKYMEHTOB B3POC/bIX.

Hanpumep, noa BUAOM NOKYMKK
aKKayHTa, UrpoBOI Ba/tOTbl UK
MPOKAYKM NEepCcoHaKa B Urpax



[locTyn MOLWEHHUKOB K AieHbram poauTteneu
yepes neteu

. /MpuBeT, KOTEHOK, UTO6bI CO3AaTb
KOZ Ha PO6YKCbI, HY>XHO BbINOMHUTb
3afaHue -

() Bo3bMu TenedoH Mambl wau
nanel (ecanm HeTty, To 6abywkn
nnn aepyuwkmn)

(4 ChoTorpadupyii ero uTo6Hl
6610 BUAHO BpeMa (Kak
nokasaHo Ha $oTo

() OTnpaBb 3TO ¢oTO Cloaa
§4Ecnu Tbl BCE BbINOAHULLb, TO
cMoXXewwb nony4yntb ot 3000 go

20.000 pobykcos

I TBon TenedoH unu TenedoH
Apy3eun He NOAONAET. 09:29

C = 900 v' . B

1EDEL AR A

[]U s B()”- )/0/{ MolueHHUK: «[1na nonyyeHun

2068 4074 15729 g GecnnaTHOMO OPYKMA HYXKHbI HOMEpa U3
o 4500 CMC KOTOpble NPUAYT Ha TenedoH»

no.uTBepnMTe CbIH: «MAM AN CBOW TEJIEGOH HA 5
nepesop 4500p ¢ MWHYT, A 3NIEKTPOHHbIN AHEBHUK

kapTbl MIR0650 SRS
Ha MIR1529,
nony4yatenb
AnbBUpa

CaunpoBHa P.



[leT ¥ MoNoaeXb: Kak 4eNCTBYIOT MOLLEHHUKU?

@ =w O DHAAOT

POCOETUEHTP LUMOPOBbLIE KOMMYHUKALIUA mMmepuwa

KAK YBEPE4Yb OETEN
7 oT dEmcrsmMmmn MOLLEHHNKOB
B MHTEPHETE?

PACCKA3ATb PEBEHKY O CXEMAX OBMAHA

O6DbACHUTE, KaK JIErKo MOXXHO CTaTb YXepPTBOM MOLUEHHUKOB
B MHTepHeTe. PaccKakuTte o npaBuiax MHPOPMaLMOHHOM
rMrueHbl.

JanTe NoHNATb, YTO KO BCEM 3HAaKOMCTBaM
B MHTEPHET-NPOCTPAHCTBE HY)XHO OTHOCUTbLCH KPUTUHECKMU.

MporoeBopuTe Npo onacHoOCTb Nepexoaa Nno CcbifikaM,
npo BUPYCbl U KOAbI NOATBEPXAEHUS.

LLIKONbHUKMU, UCNONb3yOLWMUe ragXXeTbl Ana urp, — ogHa
N3 ya3BUMbIX Ka'reropui'l ana MOLWeHHUKOB.

Mo p[aHHbIM 3KCNepToB, BCe Yawe Aetern U
NOAPOCTKOB 3aTArMMBAOT B NCUXONOrMYECKM ONacHble
Urpbl, Yepe3 peknamy B MOOUIbHbIX MPUNOKEHNAX
TenedpoHa n Telegram-yatbi.

[laxke Ha ypoBHe [0CyMbl OTMETU/IN, YTO TaKne Urpobl
«copepaT arpeccuto, Hacuave W nponaraHay
YyXKObIX LLEHHOCTEN Y.

HekoTopble M3 HUX MOrYyT aKTMBHO NOATA/NIKMBATH
IOHbIX MOJib30BaTeNel K acoumasibHOMY NOBEAEHUIO
N NPaBOHAPYLUEHUAM.

OgHOM M3  CaMblX  OWUCKYCCMOHHbIX  CTana
npownorogHaa wurpa Schoolboy Runaway. MWUrpa
6bicTpo Npunobpena nonynapHocTb, cobpaB bonee
6onee 10 MMNNMOHOB CKauMBaHUIM TONbKO HA OAHOWM
n3 nnatdopm (a Ha gpyrmx?).

B ston urpe Ha TenedpoHe UM KOMNbOTEPE AETU
BXXMBAKOTCA B POJIb MOAPOCTKA, KOTOPbIA Pa3HbIMMU
nyTAMuM cberaet M3 goma, a BXOAE WIrPbl Y4UTCH
obmaHbIBaeT poauTenem un yymtenen, coBepluaTb
6bITOBbIE AMBEPCUMN.

Hanvlwe cneagyet 6osee cepbe3Hada yrposa: No mepe
NPOXOXKAEHNA YpPOBHEN nosAsBnAlTcA Bce bOonee
KECTOKME CUEHAapUM U  CCbIIKM HA OMacHble
Telegram-kaHanol.



BoBsnieueHue Mon04eXn B KPMMUHaNbHbIW 6U3HeC

B KauyecTBe «ApOonoB»

K10 B 30HE PHCKA?

MoppocTku CryneHTbI

UmeHHO Monoppbie noau MOryT
«CO6GNA3HUTBLCH» TAKUM AKOG6bI
nérkum sapaéotkom. Hanpumep,
«KNIOHYTb» HA NPeanoXeHue
nonyuuntb oT 1 go 3 Teica4 pyénen
3a opopmneHue 6aHKOBCKOM
KApTbl M Nepepavy ee
NOCTOPOHHMM NIOASM, A 3aTEM
nonyuuTsb ewie N-Hyio cymmy

3a TO, YTO NpUBEAyT ¢ co6on
Apyra ¢ HOBOW KApPTOWn

B HekoTOpbIX cny4yasx oT peéar
AQXe He Tpe6yloT nepenasarb
MOLLUEHHUKAM KapTbl
$u3smyecku, a npocto
NPeaoCTABUTD UX PEKBU3UTDI

M Kofbl gocTyna

K OHNAanH-6aHKuHry. OgHako

M 3TU gencTeus 6yayT UMeTb
nocnepcTeus

/ Aponbi / AponoBogsl / 3apabotok / Pabota

Bcem npueer. ﬂyfim-mauvm CEOWX CCHINOK Ha CEOW YaTkl U TA Y4aTkl , NAaTHA .

BA NPOLEHT. ToALKO PO
28 HoROpA

Mpoirdy eepudnkaun
P

Ckam MmO

Yepes rpaHTa

TaK xe npuMy AeHbri
Ha TuHbKOGD

B€3 3aN10r0B W BCAKOW 1)

PO == Tpebytotca gponsi!

B3aMOALNCTBUE C HAAWYHBIMI, LIBET - CRpbIid.
KpynHble 1 MOMeHTaNEHbIe BbINAaTL! NPOLEHTa PaboTHUMKY.
BO3MOXHOCTL 33pabaTkiBaTh OT 20K B AeHb!

Bo3pacT He 0coB0 BaXeH, HO He BCe LUKONBHUKW CMOTYT NPOATY
otbop.

MW MHe CBO BO3PaCT 1 ropog B coofuieHva, 4tobel npoiTy
cobecegoBaHme,




APOMNE M APONOBOAEI
28 733 yyacTHWKE

3akpennénHoe coobweHme

(, ko A3aHb | [T PGLIECCHHF(, o MepBLIA U BAUHCTERHHLIA YaT
®¥ B NpoAaxe NOABWUICA MEpUZ/3ds ) NPOAaXa TONLKO B OAHW

pYKM. |

RAY!

NPOOAKD @3 KPMNTOBANHITY

work 11:00-23:00
KTO NpUMET 231WE

Jonny Hairson k@
Mepecnado oT Jonny Hairson

Kynnio CBEP, TWHBKOO®, (oA B NC ) H)E)IED

KAK HAXOAAT «APOMNA»

a TaK e BTE, C PACLUIMPEHMEM [0 200K B JEHb
onnara- 4 [/ E @ E

®

“20epém Nog BsIEOAE! BUTKE, HAKOMWNOCE 23 CEroHA MHOMOEATO,
HY#HO MHOMD ERIBOAO0E &=

OMNNaTa MOoXeT YEeNWYWTECR A0 22.00[}pe

5 lpoNoBOfL UBHATCR, 33 Apy3eii gonnata. o
‘ & Om3uiBal Mory npegocTaEnTs B MuHsle cooBuierna @ 8

Maikal JR

Brex NPWERTCTEYHD , KYTINHD EdLLl aKKaYHT ABWTO , ONNaTa OTAWYHAR ,
Oy CpafoCTeHD B NMUHEIX CDDELI.I,E‘HMHX'. 4T

EnotAzon . OTEBEYY YTPOM <~ PABOTABTEQOEM TOPOAE - PEW PD®

8688866848

KTO XOYET 2000p

ﬁ Tel OTEETCTEEHHEIA M NYHKTYANLHEIA YENOBEK M XOYelllb
MHoro 2apabaTeiEaTh, To Tebe Kk Ham!!

4 bezs BNOXeHWA

HYAKHO NMPWUHATE 2 KO4A HA HOMEP

@ ONbITHBIE HACTABHMKK

=8 BpInnaTa HanWJykoi cpasy.
HOMEPY HAYEIO HE BYAET
M He NaPko

NMPEAOTNATA NOCAE NMEPBOIO KOAA 1K

" 3/ 0T 10.000p B [IEHb.

NOAPOEHEE B NIAYKY o Ny criopa @LXCASH 12:55 )
Alataeva.Nn . g

& & & & & @ & & @ .Mbl KomaHaa Money Rain .
.K BaLLEMY BHUMaHWK HALLIW YOIy i @

KTO XOYET EDDDF} Fd=@nuesl va kapTy ’:

3@nm3b| Ha kpunTy ( USDT, BTC, ETH )

HYXHO NMPUHATL 2 KOAA HA HOMEP

A npoaaxa BaHkoBoKUX KAPT M NMUHEIX KABUHETOE!

I'Ipo;l.@xa akK@yHTOoE Wise 1 Revolut

HOMEPY HAYEIO HE BYAET

-:} ,ﬂ,enaeM BepdUKaLIN Mo 2aKas, WeHa AoroBopHanl

NPEAONNATA NOCAE NEPBONO KOAA 1K f

d:r@m:.m Ky MHPEI

I'Ipep,ocraanﬂer-.ﬂ APOMNOoE No4 NPUHATWE BALUWK CPEeACTE, 33
HefBonsLoW NpoueHT!

NoOAPOBHEE B MMAYEKY

880888866848 12:42 S

CCI:-IJ'IKE Ha kaHan e npodgune!

.,ﬂ,.nﬂ CBAZM: @money_raingaé

L
Ira)



TUNOBasA CXeMa BOBIeueHUA MOJoAeXu
B KpMMMHanNnbHbIXM 6M3HEeC B KauecTBe AponoBs

Jponvet — 3mo nomowinuku mouwienHnukos. Iloocmaenvie nuua, Komopwvie 3a0eicmE06aAHbl 6 HeENe2ATbHbIX
(He3aKOHHbBIX) cXemax no 6vleoody cpeocme ¢ bankosckux kapm. Ha Hux ogopmaaiomcs OaHKOBCKUe Kapmul Ul CUM-
Kapmol, uepe3 Komopvie meneh)OHHble MOWEHHUKU Nepesoosam, d NOMOM OOHANUYUBAIOM VKPAOEHHble V 2PadCOaH

cpedcmead.

o

PazmelleHue ob6bABAEeHUA

o 3apaboTKke /

npeanoXeHme «paboTbi»

o

OTKNUK
yuyalieroca/cTyaeHTa Ha
obbvaBneHue

-

™

o

O3HaKoM/eHue
yuyaulieroca/cTyaeHTa ¢
YCNOBUAMMU «PaboOTbI»

Apona
(% BO3Harpa*kaeHus,

WHCTPYKLMM KaK AeNCTBOBATb)

YyacTtue B npectynneHum:

BapuaHT 1- opopmneHmne 6aHKOBCKOM KapTbl (CMM-KapTbl) Ha
CBOM NMacnopT 1 nepenayva KapTbl UAM €ee PEKBU3UTOB
NPEecTyNnHMKaM 3a BO3Harpa*kaeHue.

BapuaHT 2- nony4eHne AEHEKHbIX CPeACTB Ha CBOU
KapTbl/cyeTa, a 3aTem 0bHaINYMBaAHME MU NEPEBO, AeHer
NPEecTynHMKaM 3a BbIMETOM CBOEro %

Monoapim ntogam MoryT NPeanoXKUTb BO3HArparkaeHue 3a
Takne PyHKUMKM Apona, Kak:

-O6HannunMBaHMeE KPYMNHbIX AEHEXKHbIX CYMM C NOCaeayroLLEen
TPAHCNOPTMPOBKOMN B APYron PErMOH

-O6HannYMBaHME NN aKKYMY/IMPOBAHWE Ha CBOEM CYeTe
KPYMHbIX CYMM C NOCNeayroLLen NOKYNKOMU KPUNTOBANOTbI UK
BaNOThI

-NepeBopg, pybnen B KOPMNTOBANKOTY C K4MUCTOTO N/IACTUKAR, T.€.
nepeBos NOXMLLEHHbIX AEHer Yepes KapTy Apona, KoTopas
paHee He 3aCBeTUNACb B COMHUTE/NIbHbIX Onepaumax



Nocnepcreua or «6bicTporo sapaborka»

MpaxxpaHCKoO-nNpaBoBbLIe

v Cr. 1102 I'paxxmanckoro xkogekca PD
«O0s13aHHOCTD BO3BPATUTh
HEOCHOBATEIIbHOE oborareHue»
(B cyncOHOM MOPSJIKE MOXKET OBITh
B3bICKAHA BCS CyMMa TOXHIIEHHBIX
y MOTEPIICBIINX JICHE)KHBIX CPEACTB
MW 3aUMCICHHBIX Ha CYET MApoIIa,
Jake €CIIM Ha TOT MOMEHT €ro KapTa
OblJIa MiepesiaHa APYTUM JIMIAM WU
yTEpsiHA)

YronoBHoO-NpaBoBble
v Ct. 187 VYrojoBHOro kojgekca P®
«HenpaBomepHbIii 000pOT CpeaCTB
IJiaTexen» (JuiieHue cBo0OIbl Ha
CPOK 10 / JI€eT)

v Cr. 159 VromosHoro koxekca PD
«MOIIEHHUYECTBOY

(Ipu3HaHUE COyJaCTHHUKOM B

MOIIIEHHUYECTBE — JIMIIIEHUE CBOOOIbI

Ha cpok 10 10 ner)

OAna XXNsHM m

30pPOBbA
v' Tlpu OIOKHPOBKE JEHEKHBIX

CPEACTB HA CYETE JpOIIa,
«peanbHbIE BJ1AJICJIBIIBI»
JICHET OyIyT  TBITATbCS
BEPHYTH 10,4 JIO0BIM
CIocooom (B T.9.
KPMMUHAJIbHBIM)

[TOMMMO OTBETCTBEHHOCTW Nepes 3aKoHOM, byayT 1 aApyrme nocnencTBums:

» BHeceHue MHOpMauum o Bac B 6a3bl AaHHbIX 6AHKOB U NPAaBOOXPAHUTE/IbHbIX OPraHoB
» MMpobnembl ganbHeNwWwero TPyAOYyCTPOICTBA U NONYyYeHUA N06biX 6aHKOBCKUX ycayr

» WcnopuyeHHasa Ha BCIO }XU3Hb penyTauma




NMpu3HaKM «NOBYLWEK» A BOBNEeYeHMUs B fPOonbi:

Ecnu Bac yBepstoT, YTO MOXHO 3apaboTtaTb DosbluMe geHbrn, npunarasg MUHUMYM YCUNUn

Ecnu ong nonyyvyeHuss «paboTbl» BaM HY)XHO npenoctaBuTb (nepefartb UMM nNpogaTtb) CBOKO
GaHKOBCKYIO KapTy Uinn oOPMIIEHHYIO Ha Bac CUM-KapTy

Ecnn onga 3apaboTka Bam Hy>XHO NpeaoCcTaBUTb NMPUHATbL Ha CBOK KapTy M OOHaNUYnTb OEHEXHbIN
NepeBoa Uy OTNPaBUTb MOMYYEHHbIN AEHEXHbIN NepeBos eLle Kyaa-nmbo

Ecnn y komnaHnu HET canTa unu Ha ouunarnbHOM canTe KoMMnaHum, Kotopasi, AKobbl,
npegnaraet Bam paboTy, HET HM CNOBa O BakaHCMAX U 0 paboTe, BKOYaloLLen nepesos
aeHer (1 o6 aToM gaxe He crnblwanu B otaene KagpoB KOMMNaHum)

Ecnn cynepBbirogHoe npeanoXxeHne o «paboTe» MNOCTYNuIIo 4Yepe3 coumanbHbie CeTw,
MECCEHI)KEePbl NN SNEKTPOHHYIO NOYTY, a OTNPaBUTENb BaM HE3HAKOM



BosneueHne monoaeKu B UHblIe NpecTynjieHus

A DUAAOT

POCOETUENTP UMDPOBbLIE KOMMYHUKALIMWA Mmegma

MOLWWEHHUYECTBO B CETU
B OTHOLUWEHUN OETEN

NPEAJTIOXXEHUA B MECCEH)KEPAX O IEHEXXHOM
BO3HAIPAXXOAEHUU 3A NMPOTUBOMNPABHDIE EUCTBUA

MpecTynHMKKU BbIXOAAT Ha NOAPOCTKOB C NPeasIoXKeHUeM
O COBEpLUEHUU AUBEPCUMN UITU APYrOoro NPOTUBO3aKOHHOIo
nesHUA 3a Weapoe Bo3HarpaxaeHue. Pogutenam
Heo6xoAMMO OGBACHUTb PE6EHKY CEPbE3HOCTb U CTENEHb
OTBETCTBEHHOCTM 32 BO3MOXKHbI€ NpaBoOHapyLUeHUS,

a TaK)Ke NocoBeToBaTb 6/IOKUpPOBaTb BCe HE3HAKOMbIe
KOHTaKTbl B MeCCeHKepax.
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CTATbSA 207 VK PD

«3ABEAOMO NNOXHOE COOBLLEHMUE
OB AKTE TEPPOPU3MA»
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Moaymaem o byayLiem

e [la)ke camoe maneHbKoe HeobaymaHHOe AencTBMe MOXKET NosiIomaTb Bam He
TO/NIbKO Kapbepy, HO U cyabby, a TaKXe co3aaTb maccy npobaem Bawum
61U3KUM, KaK B TEKyLLLeM MOMEHTe, TaK U B byayuiem:

y20/108HAA OMBEeMCMBeHHOCMb U CYyOUMOCMb, 83bICKAHUE UMYyWecmea,
MoparsibHble rnpobsemol 018 pooumesel U POOHbIX,

ocyxcoeHuUe OKpyHarowux,

npobsemol 0asnbHelwe20 mpyooycmpolicmaa,

C/IOHCHOCMU PU MOrbIMKe nosay4vyeHus ycaye 6aHKos,

HEe803MOXHOCMb mpyooycmpolicmaa poOHbix (bpamees, cecmep, 0emeli, 8 m.u.
6yoyuwiux) Ha npecmuxcHyro pabomy, oaxce 8 0asneKkol nepcriekmuse) !

* bepecume cebsa u ceoux b6ausKux!
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